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1. General
This Privacy Policy describes how we, Tillotts Pharma UK Ltd., ("we" or "Tillotts"), collect and further process personal data when you use our eRebate portal through the website www.tillotts-rebate.com (the “Portal”). It is possible that other privacy policies are applicable to specific circumstances (e.g. our Website Privacy Policy or the Privacy Notice to Business Contacts).
2. Contacting Tillotts 
The controller of data processing as described in this Privacy Policy is Tillotts. You can notify us of any data protection related concerns or if you would like to exercise any of your data protection rights described under Section 11 below using the following contact details: Tillotts Pharma UK Ltd., the Larbourne Suite, The Stables, Wellingore Hall, Wellingore, Lincoln, Lincolnshire, LN5 0HX, United Kingdom, dataprivacy@tillotts.com.
3. What types of personal data does Tillotts collect and why?
The personal data we collect about you broadly falls into the following categories: 
	Types of personal data
	Why we collect them

	Information you provide in order to use our Portal: 

· Name 

· E-mail address
· Bank account details 
· Practise address and number of patients in practise 
	We need this information to set up an account and in order for you to access your account. 

	Information you voluntarily provide to us, either directly or through a Tillotts’ employee:
· E-mail address
· Other information you may send us 
	We process this data in particular for communicating with you in respect of your inquires.

	Information we automatically collect when you visit our Portal (log file data):
· Browser type and version
· Operating system
· Referrer URL (Portal from which you access our site)
· Tillotts URLs that you access
· Date and time of access
· Internet Protocol (IP) address
	The log file data are automatically provided by your web browser. In certain countries, including the countries in the European Economic Area, this information may be considered personal data under applicable data protection laws. 



If we ask you to provide additional personal data not already described above, we will inform you about the intended purpose at the time of collection.
4. Whom does Tillotts share my personal data with?
In the context of our business activities and in line with the purposes of the data processing set out in Section 3, we may transfer data to third parties, insofar as such a transfer is permitted and we deem it appropriate, in order for them to process data for us or, as the case may be, their own purposes. In particular, we may disclose your personal data to the following categories of recipients:

· To our third-party service providers that assist us in providing our services and process personal data in this context (e.g. to assist us in providing and managing our Portal or increasing the security of our Portal) or who otherwise process personal data as described in this Privacy Policy or as communicated to you when your personal data is collected. 
· To any competent law enforcement authorities, regulatory authorities, governmental bodies, courts and other third parties whenever disclosure is required (i) pursuant to applicable laws or regulations, (ii) to exercise, establish or defend our legal rights, or (iii) to protect your vital interests or those of any other individual.

· To an actual or potential buyer (and its agents and advisers) in connection with any actual or proposed purchase, merger or acquisition of any part of our business, provided that we inform the buyer it must use your personal information only for the purposes disclosed in this Privacy Policy.
5. Legal basis for processing your personal data 
Our legal basis for collecting and using the personal data described above will depend on the personal data concerned and the specific context in which we collect it.  

However, we will normally collect personal data from you only (i) where we need the personal data to perform a contract with you, (ii) where the processing is in our legitimate interests and not overridden by your rights, or (iii) where we have your consent to do so. In some cases, we may also have a legal obligation to collect personal data from you or may otherwise need the personal data to protect your vital interests or those of another person. If we ask you to provide personal data to comply with a legal requirement or to perform a contract with you, we will make this clear at the relevant time and advise you whether the provision of your personal data is mandatory or not (as well as of the possible consequences if you do not provide your personal data).  

If we collect and use your personal information in reliance on our legitimate interests (or those of any third party), this interest will normally be to operate our Portal and for our legitimate commercial interest, for instance, when responding to your queries or to improve our Portal. We may have other legitimate interests and if appropriate, we will make clear to you at the relevant time what those legitimate interests are.
If you have any questions on the legal basis for the collection and use of your personal data or require further information, please get in touch using the contact details provided in Section 2 above.
6. Cookies and similar tracking technology 

We typically use "cookies" and similar techniques on our websites, which allow for an identification of your browser or device. A cookie is a small text file that is sent to your computer and automatically saved by the web browser on your computer or mobile device, when you visit our website. If you revisit our website, we may recognize you, even if we do not know your identity. Besides cookies that are only used during a session and deleted after your visit of the website ("session cookies"), we may use cookies in order to save user configurations and other information for a certain time period (e.g., two years) ("permanent cookies"). Notwithstanding the foregoing, you may configure your browser settings in a way that it rejects cookies, only saves tem for one session or deletes them prematurely. Most browsers are preset to accept cookies. We use permanent cookies in connection with the Portal for the purpose of saving user configuration (e.g. language, automated log in).  

By using our Portal you agree to our use of such techniques. If you object, you must configure your browser or e-mail program accordingly.
7. Data Security 
We have taken appropriate technical and organizational security measures to protect your personal data from unauthorized access and misuse such as internal policies, training, IT and network security solutions, access controls and restrictions. The measures we use are designed to provide a level of security appropriate to the risk of processing your personal data.
8. International data transfers
As our servers are located in the United Kingdom, your personal data may be transferred between your resident country and the United Kingdom. In addition, you must anticipate your data to be transmitted to any country in which the Tillotts-Group is represented by affiliates, branches or other offices https://www.tillotts.com/contact-us/) as well as to other countries of the world where our service providers are located. If we transfer data to a country without adequate legal data protection, we ensure an appropriate level of protection as legally required by way of using appropriate contracts (in particular on the basis of the standard contract clauses of the European Commission, which can be accessed here) or binding corporate rules or we rely on the statutory exceptions of consent, performance of contracts, the establishment, exercise or enforcement of legal claims, overriding public interests, published personal data or because it is necessary to protect the integrity of the persons concerned. You can obtain a copy of the mentioned contractual guarantees at any time by contacting us at the adresses provided under Section 2 above insofar they are not available under the aforementioned link. However, we reserve the right to redact copies for data protection reasons or reasons of secrecy or to produces excerpts only.

9. Data retention
We process and retain your personal data as long as required for the performance of our contractual obligation and compliance with legal obligations or other purposes pursued with the processing, i.e. for the duration of the entire business relationship (from the initiation, during the performance of the contract until it is terminated) as well as beyond this duration in accordance with legal retention and documentation obligations. Personal data may be retained for the period during which claims can be asserted against our company or insofar as we are otherwise legally obliged to do so or if legitimate business interests require further retention (e.g., for evidence and documentation purposes). As soon as your personal data are no longer required for the above-mentioned purposes, they will be deleted or anonymized, to the extent possible. In general, shorter retention periods of no more than twelve months apply for operational data (e.g., system logs).

10. Obligation to Provide Personal Data to Us 

In the context of our business relationship and you must provide us with any personal data that is necessary for the conclusion and performance of a business relationship and the performance of our contractual obligations and, in particular, to sign-up and log-in to the Portal (as a rule, there is no statutory requirement to provide us with data). Without this information, we will usually not be able to enter into or carry out a contract with you (or the entity or person you represent) and you will not be able to use our Portal. In addition, the website cannot be used unless certain information is disclosed to enable data traffic (e.g. IP address).

11. Your data protection rights
In accordance with and as far as provided by applicable law, you have the following data protection rights:
· You have the right to access, access your personal data, or have your personal data rectified, updated or erased. 
· You can also object the processing of your personal data, request us to restrict the processing of your personal data or request portability of your personal data. 
· You can also withdraw your consent at any time if we have collected and processed your personal data with your consent. Withdrawing your consent has no impact on the lawfulness of any processing we performed prior to your withdrawal nor does it impact the processing of your personal data conducted in reliance on lawful processing grounds other than consent.
· You have the right to complain to a data protection authority concerning the collection and use of your personal data by us. For more information, please contact your local data protection authority. The competent data protection authority for the UK is Information Commissioner’s Office (https://ico.org.uk/). 
Please note, however, that we reserve the right to enforce statutory restrictions on our part, for example if we are obliged to retain or process certain personal data, have an overriding interest (insofar as we may invoke such interests) or need the data for asserting claims. If exercising certain rights will incur costs on you, we will notify you thereof in advance. Please note that the exercise of these rights may be in conflict with your contractual obligations and this may result in consequences such as premature contract termination or involve costs. If this is the case, we will inform you in advance unless it has already been contractually agreed upon.
In general, exercising these rights requires that you are able to prove your identity (e.g., by a copy of identification documents where your identity is not evident otherwise or can be verified in another way). In order to assert these rights, please contact us at the addresses provided in Section 2 above. 
12. Amendments of this Privacy Policy
We may amend this Privacy Policy at any time without prior notice. The current version published on our Portal shall apply. If the Privacy Policy is part of an agreement with you, we will notify you by e-mail or other appropriate means in case of an amendment.
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